Requirements
ACCREDITATION BY DAA

CLAS
Yes

ISNSCHECKSHEET

CLAS
No

UNCLAS
Yes

UNCLAS
No

Remarks

Reference/ Action

ISSM DESIG HELD DITSCAP
IATOHELD DITSCAP
SSAA HELD DITSCAP
CERTIFICATION HELD DITSCAP

SYSTEM DOCUMENTATION

AlT(Alteration Installation Team)

Ship's LAN Drawings Reflect Current Installation

AlT(Alteration Installation Team)

Applicable Technical Manuals Available

AlT(Alteration Installation Team)

Trouble call Log/Database Maintained

Ship's Force

DISASTER RECOVERY PROCEDURESIN PLACE

Ship's Documentation

SOP written for PDC/BDC Recovery

Ship's Documentation

SOP written for Exchange Server Recovery

Ship's Documentation

SOP written for Cisco Router Recovery

Ship's Documentation

SOP written for M SS/Backbone/Edge Switch Recovery

Ship's Documentation

SOP written for CSU/DSU Recovery

Ship's Documentation

BACKUPSAVAILABLE FOR VITAL DATA

Backup Exec Online Manual

PDC/BDC Servers

Backup Exec Online Manual

User Profiles Backup Exec Online Manual
User Home Directories Backup Exec Online Manual
Share Drive Data Backup Exec Online Manual
EXCHANGE Server Backup Exec Online Manual

Information Store

Backup Exec Online Manual

Directory Store

Backup Exec Online Manual

M SS/Backbone/Edge Switches IT-21 Xylan Switch Config Guide
Image Files IT-21 Xylan Switch Config Guide
Configuration Files IT-21 Xylan Switch Config Guide

CISCO Router Cisco TFTP from Cisco Site

Current Configuration File

Cisco TFTP from Cisco Site

Cisco TFTP loaded on a Laptop

Cisco TFTP from Cisco Site

NT ServerWorkstations

System Admin Tips and Tricks

Boot Disk Available

System Admin Tips and Tricks

Emergency Repair Disk (ERD) Available

System Admin Tips and Tricks

INFRASTRUCTURE

Inspect Fiber Backbone

db loss check 20% of Fiber

NSTM 408/MIL-STD-2042-6A/B

Adequate Temperatures in Equipment Spaces OPNAVINST 5100
Adequate Airflow:
Spaces GSO




Requirements

CLAS
Yes

ISNSCHECKSHEET

CLAS
No

UNCLAS
Yes

UNCLAS
No

Remarks

Reference/ Action

Racks PMS 4951/001 M-7
Equipment PMS 4951/001 Q-5,Q-6,Q-7,S-13R,S-5
No Condensation GSO
No Leaking Valves/Piping/Vents GSO
Cables Properly Labeled NSTM 408/MIL-STD-2042-6A/B
Power Switches/Panels Properly Labeled GSO
Equipment/Racks Properly Mounted GSO
Shock Mountsin Place for:
Server Racks GSO
Switch Racks GSO

Protocol Analyzer Sampling:

Traffic Volume

Not a ship function *
*

Bottlenecks I dentified

*

Faulty NICS

*

Excessive Error Rates

*

POWER DISTRIBUTION

Switch Power Supply Redundancy Check

PMS 4951/S-3

UPS Battery Load Check:
ETI UPS Test PMS 4951/S-13R
Clary UPS Test PMS 4951/S-13R
APC UPS Test PMS 4951/S-13R

UPS Audible Alarm Operative

PMS 4951/S-13R

SYSTEM OPERABILITY

ALL SERVERS

Configured IAW Applicable GOTSDELTA Load

GOTSDELTA Administrative Tools

Ship GOTSDELTA Load :

Verify VLAN Configuration/Bindings

Network Bindings

Passwords Not Default Passwords

verify at Login

Evauate Disk Drive Space

Disk Drive Properties

Determine User Drive Space Utilization

Disk Usage Utility

SYSTEM OPERABILITY (cont'd)

User Profile Size

Disk Usage Utility

User Home Drive Space

Disk Usage Utility

Share Drive Space

Disk Usage Utility

Evaluate Disk Drive Fragmentation Diskeeper
Verify Page File IsNot On C:\ E:\ My Computer
Verify Server Fans Operational Visual

Evaluate CPU Utilization

Task Manager




Requirements
Verify Network Interface Setup

CLAS
Yes

ISNSCHECKSHEET

CLAS
No

UNCLAS
Yes

UNCLAS
No

Remarks

Reference/ Action

Network Properties

Duplex Settings, Insure they correspond with Switch

Network Properties

IP address

Network Properties

Fully Qualified Domain Name

Network Properties

PRI/SEC DNS Network Properties

WINS Network Properties
Monitor System/Application Logs Event Viewer
EXCHANGE SERVER GOTSDELTA LOAD DOCS

Verify All Exchange Services Running

Services

Exadmin has Permissions Admin Privilege

Exchange Admin

SITE Leve

Exchange Admin

SERVER Leve

Exchange Admin

Circular Logging Disabled

Exchange Admin

Online Maintenance Scheduled

Exchange Admin

Verify IMC/IMS Configuration

Exchange Admin

Monitor and Evaluate Internet Mail Flow

Exchange Admin

Verify Database L ocations

Exchange Admin

Verify Logging and Message Tracking is OFF

Exchange Admin

Norton Antivirus for Exchange

Norton Antivirus for Exchange

Configured Properly

GOTSDELTA LOAD DOCS

Serviceis Running

Services

M SS/BACKBONE/EDGE SWITCHES and HUBS

IT-21 Xylan Switch Config Guide

Configured IAW Applicable Xylan/Alcatel OS Load

IT-21 Xylan Switch Config Guide

Ship's Switch Version:

GP

Passwords not set at default: verify by login
Admin verify by login
Diag verify by login
User verify by login

M SS/BACKBONE/EDGE SWITCHES and HUBS(cont'd)

MSS Services Rollover Verification

unplug one MSS

Network Services will be impacted

Switch to Switch Connectivity Verification

plink (ATM only)

Switch Troubleshooting Guide

CPU Uitilization systa Switch Troubleshooting Guide
Switch Temperature systa Switch Troubleshooting Guide
ATM Layer Errors virs Switch Troubleshooting Guide
Duplex Errors ve Switch Troubleshooting Guide
Check for Hubs Attached vi /ipmac Switch Troubleshooting Guide
Ensure Root Bridge Set to Backbone 1 or Backbone 2 sts Switch Troubleshooting Guide
Check for Dump Files Is Switch Troubleshooting Guide
Ensure All card registered in slots are operationa slot Switch Troubleshooting Guide




ISNSCHECKSHEET

CLAS CLAS UNCLAS | UNCLAS
Requirements Yes No Yes No Remarks Reference/ Action
Verify Redundant MPM Modules Configuration Current IT-21 Xylan Switch Config Guide
Verify Backup Files Available on Switch: Is Switch Troubleshooting Guide
MPM.cnf IT-21 Xylan Switch Config Guide
MPM.cfg IT-21 Xylan Switch Config Guide
MPM.cmd IT-21 Xylan Switch Config Guide
Verify POC Bypass Switches Operating Properly Fleet Network Guide Manual
CABLETRON HUBS OPERATING PROPERLY Cabletron MMACx Users Manual
Configure |AW Prescribed Policy
CISCO ROUTER NOC Template www.uar.navy.mil
Configured IAW Current NOC Template
Passwords NOT Set To Default Verify at Login
Verify Neighbor State: ship ospfn Fleet Network Guide Manual
Shore/Pier Router ship ospfn Fleet Network Guide Manual
MSS1 ship ospfn Fleet Network Guide Manual
MSS2 ship ospfn Fleet Network Guide Manual
Verify Pings: Fleet Network Guide Manual
Internal Fleet Network Guide Manual
External Fleet Network Guide Manual
CSU/DsSU ADNS Shipboard Land Line
Verify Configuration On Timplex ADNS Shipboard Land Line
Verify Crypto Sync ADNS Shipboard Land Line
NT Workstations GOTSDELTA Load Procedures
Configured IAW GOTSDELTA Load Test Greater 25 or 10% Applicable GOTSDELTA Load
PMS 4151/R-6,R-8
NT SERVICES And OPERATIONS
Backup Procedures: Backup Exec Online Manual
Create Directory > 50Meg Explorer
Save Directory Backup Exec Online Manual
Delete Directory Explorer
Restore Directory restore Backup Exec Online Manual
Verify Ship's Backup Tapes catalog Backup Exec Online Manual
Domain Name Server (DNS) Windows NT Resource Guide
Verify DNSvia Pings Fleet Network Guide Manual
PDC Fleet Network Guide Manual
BDC Fleet Network Guide Manual
MAIL-RELAY Fleet Network Guide Manual
JOTS 1 (SIPRONLY) NA NA Fleet Network Guide Manual




ISNSCHECKSHEET

CLAS CLAS UNCLAS | UNCLAS
Requirements Yes No Yes No Remarks Reference/ Action
OFFSHIP RANDOM SITE Fleet Network Guide Manual
Windows I nternet Naming Service (WINS) Windows NT Resource Guide
Ping Device viaNETBIOS Name Windows NT Resource Guide
Proxy Server GOTSDELTA Load Procedures
Verify configuration GOTSDELTA Load Procedures
SECURITY ASSESSMENT Secure Windows NT Installation
Account Policy High Med Low and Configuration Guide(PMW161)
Permissions High Med Low Secure Windows NT Installation
Unique Password Policy Implemented High Med Low and Configuration Guide(PMW161)
No Remote Access Permitted High Med Low Secure Windows NT Installation
System Administration and Configuration Guide(PMW161)
Replication Between Servers Secure Windows NT Installation
Admin Account Renamed and Configuration Guide(PMW161)
Dummy Admin Account Created with no Rights Secure Windows NT Installation
Users cannot Logon Locally and Configuration Guide(PMW161)
Minimum amount of Users with Admin Rights High Med Low Secure Windows NT Installation
Minimum Amount Of Users with Rightsto PDC/BDC High Med Low and Configuration Guide(PMW161)
Users do not have Shutdown Rights for Servers High Med Low Secure Windows NT Installation
Systems utilize NTFS Format Only High Med Low and Configuration Guide(PMW161)
MS-Dos Removed From Servers Secure Windows NT Installation
MS-Dos Removed From Workstations and Configuration Guide(PMW161)
Posix Removed From Workstations Secure Windows NT Installation
Logon Banner In Place At Boot On All Workstations and Configuration Guide(PMW161)
Physical Security of SIPRNET Lan Drops NA NA MIL-STD-1680C
Junction Box Classification Labeling NA NA MIL-STD-1680C

Boot.ini Timeout set for "3" seconds

Secure Windows NT Installation

Last User Name Hidden In Logon Box

and Configuration Guide(PMW161)

Guest Account Disabled

Secure Windows NT Installation

Full Control Removed From Everyone Group

and Configuration Guide(PMW161)

VIRUSDETECTION

GOTSDELTA DOCUMENTATION
PMS 4951/W-1

Norton Anti-Virus Loaded:

GOTSDELTA DOCUMENTATION

Servers

GOTSDELTA DOCUMENTATION

Work Stations

GOTSDELTA DOCUMENTATION

Virus Definitions Currently Updated

GOTSDELTA DOCUMENTATION

Virus Live Update working:

GOTSDELTA DOCUMENTATION

Servers

GOTSDELTA DOCUMENTATION

Work Stations

GOTSDELTA DOCUMENTATION




Requirements
Norton Anti-Virus For Exchange L oaded

CLAS
Yes

ISNSCHECKSHEET

CLAS
No

UNCLAS
Yes

UNCLAS
No

Remarks

Reference/ Action

GOTSDELTA DOCUMENTATION

OTHER LAN ISSUES




